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SUMMARY

Identity Theft

m Tax Refund Fraud

ISAC Mission

The mission of the Identity
Theft Tax Refund Fraud
Information Sharing and
Analysis Center is to
provide a secure platform
via a sustainable
public/private partnership,
to facilitate information
sharing consistent with
applicable law, and
analytics necessary to
detect, prevent, and deter
activities related to stolen
identity refund fraud.

ISAC Vision

Our vision, as a
public/private partnership,
is a tax ecosystem where
taxpayers can confidently
file their taxes safely and
securely.

The IRS Security Summit

In March 2015, the IRS convened a public-private partnership to
respond to the growing threat of tax identity theft and stolen
identity refund fraud. This group, called the IRS Security Summit,
is made up of IRS officials, CEOs of leading tax preparation firms,
software developers, payroll and tax financial product
processors, financial institutions, tax professionals, and state tax
administrators.

The Summit has improved safeguards in the tax return submission
pipeline, keeping false returns out of the system, improving internal
fraud filters, and preventing fraudulent refunds from being paid out.

The following are selected accomplishments since 2015:
e Between 2015 and 2017, the number of reported identity theft
victims fell nearly 65 percent.
e Taxreturns with confirmed identity theft decreased about 30%
between 2016 and 2017.
e In 2017, the IRS didn’t send out S6 billion in refunds that were
fraudulently claimed.

In 2016, Security Summit partners agreed there was a need for a
formal public-private partnership where sharing could take place in a
collaborative environment based on partner-agreed rules.

About the ISAC

In January 2017, the partnership was formed with equal partners from
the IRS, industry, and states. The IRS Federally Funded Research and
Development Center (FFRDC) worked with the Security Summit
partners to develop a more formal centralized information-sharing
process. Having served more than 20 years as the IRS’ research and
development center, the FFRDC provides a stable, IRS-affiliated
platform to facilitate information-sharing.
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The resulting partnership formed the pilot Identity Theft Tax Refund Fraud - Information Sharing and
Analysis Center (IDTTRF-ISAC) for the 2017 tax filing season. The FFRDC is serving as the IDTTRF-ISAC’s
Trusted Third Party (TTP). TTPs facilitate information-sharing among entities that wouldn’t otherwise
do so.

By establishing the IDTTRF-ISAC, this unprecedented partnership among the IRS, the states and the
private sector formed a new line of defense to protect the tax ecosystem and taxpayers by merging
ideas, addressing legal barriers, and opening channels of communication.

“The true test of the effectiveness of the ISAC is fraud prevented and disrupted.”

— Endorsing statement from the American Coalition for Taxpayer Rights (ACTR), the Council for Electronic Revenue
Communication Advancement (CERCA), the Federation of Tax Administrators (FTA), and the Free File Alliance (FFA)

Protecting America’s tax ecosystem

The ISAC’s purpose is to:
e Facilitate information exchange for tax administration

purposes related to identity theft tax refund fraud.

e Provide a forum for participants to discuss real-time
responses to such fraud schemes.

e Promote the advancement of data analysis, capabilities,
methodologies and strategies to detect, reduce, and
prevent this type of fraud.

Public-private information-sharing centers have been
established in multiple industries involved in critical
infrastructure, including aviation, financial services, and healthcare. ISAC infrastructure and
participation take years to develop and become fully operational, even without major legal barriers to
information sharing. The IDTTRF-ISAC is now in its second season of processing data and information,
and the strong increase in participation is yielding increased value.

With the benefits of sharing alerts and information in the ISAC, all stakeholders (including states and
industry) work in a trusted environment where they have a broader view of suspicious patterns and a
secure platform to communicate this information — all to achieve a shared objective: to disrupt and
prevent identity theft tax refund fraud.
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ISAC timeline

IRS Security Summit forms ACTR, CERCA, and
FFA endorse ISAC Online platform launches with
18 participating organizations

63 participating
organizations

 ISAC holds kick-off ' ISAC Senior
- meeting with 40 : Executive Board
! representatives from  established

IRS, industry, states e
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Important terms in this report

Alerts are issued by members within the ISAC’s secure environment to report any
tax ecosystem threats. This is like a neighborhood listserv for the tax ecosystem,
with immediate reports of breaches, compromised identification numbers, or other
suspect data.

Leads identify refund fraud patterns, suspicious activity, and suspected fraud.
Industry participants are required to submit secure “lead reports” to the IRS and
states. The TTP aggregates and anonymizes the leads so that industry can work
collaboratively with the IRS and states to bolster fraud detection and prevention.
The tax ecosystem is only as strong as the weakest link in the system. Leads provide
a comprehensive view of cyber threats across the ecosystem to help identify
vulnerabilities and emerging cyber threats.

The Analysts’ Community of Practice (ACoP) is a forum where ISAC members share
ideas, knowledge, best practices, and concerns related to the detection and
prevention of identity theft fraud. These forums help facilitate a stronger network
of analysts whose regular participation maximizes the collective knowledge across
the IRS, tax industry and states.

The Trusted Third Party (TTP) is an essential component of any information-sharing
center. TTPs facilitate information-sharing among entities where sharing otherwise
wouldn’t occur — all to achieve a shared goal that protects the entire ecosystem. The
IDTTRF-ISAC’s Trusted Third Party allows competitive and disparate entities in the
tax industry, and federal and state taxing agencies to contribute information that
defends the entire tax ecosystem from external threats.



